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mate user’s echo signal for sensing. Focusing on the sensing eavesdropping issue, the expression of sensing secrecy

rate was derived, and a weighted optimization model of communication and sensing secrecy rates was formulated.

This model helped to find the upper bound of system performance that balanced the security of both aspects. To en-

hance the security of practical ISAC systems, the optimization problems were established to maximize sensing or

communication secrecy rate under different constraints, yielding optimal secure precoding designs for different re-

quirements. Simulation results indicate that the proposed precoding scheme improves the overall system security per-

formance by approximately 30% on average compared with the schemes that only consider the security of communi-

cation or sensing.

Key words: ISAC, dual eavesdropping threat, secure precoding, secrecy rate, secure performance upper bound
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